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A Universal Blind Steganalysis Based on Principle Component Analysis

CHEN Dan, ZHANG Jian-hong, WANG Yu-min
( State Key Laboratory on ISN, Xidian University, Xi’ an 710071)

Abstract A new universal blind steganalysis scheme is presented based on analysing the limitation of Farid’ s universal
blind steganalysis on the dimension of the feature vector, the validity of the single feature, and the correlation of the
features. Preprocessing is proposed using principle component analysis on the image statistics features and steganalysis
classifier is constructed using RBF network. The scheme not only reduces the dimension of the feature vector enormously,
but also improves the performance of the detection. Apply our scheme and Farid’ s scheme to detecting the stego images
produced by JSteg, EZStego, and S-Tools respectively, and the comparison of these simulation results shows that after the
preprocessing using principle component analysis the dimension of the feature vector in our scheme decreases 174 ( Jsteg) ,
163 (EzStego) , 180( S-Tools) , and therefore simplifies the design of the steganalysis classifier. Furthermore, our scheme
is quite more efficient because the stego image that the proportion of the embedding message to the maximal embedding
capability is more than 60% (Jsteg) , 80% ( EzStego) , 50% ( S-Tools) can be detected efficiently by our scheme.
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Fig. 1 Model of universal blind steganlysis system
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Tab.1 F-value and p-value of partial features in the variance analysis

R G B
s F P F P F P
1 105.3913 0 57.3129 0.0000 120.1572 0
2 462.5126 0 585.5954 0 417.0951 0
3 0.0999 0.7520 0.0950 0.7579 0.1003 0.751§
4 7.3078 0.0070 7.5710 0.0060 7.3450 0.0068
5 0.4530 0.5011 0.3694 0.5435 0.5693 0.4507
6 6.1315 0.0134 7.5171 0.0062 8.1673 0.0044
7 1.0628 0.3028 2.2407 0.1347 1.4460 0.2295
8 3.1684 0.0754 2.9964 0.0838 2.9514 0.0861
9 165.7369 0 92.3306 0 188.9332 0
10 279.5582 0 484.7299 0 : 238.7617 0
11 0.0381 0.8454 0.0414 0.8387 0.0370 0.8475
12 8.3285 0.0040 8.9298 0.0029 8.3713 0.0039
13 0.1065 0.7443 0.0276 0.8682 0.1930 0.6605
14 0.7959 0.3725 2.0652 0.1510 0.1683 0.6817
15 0.0915 0.7624 0:2188 0.6401 0.1472 0.7013
16 0.6635 0.4155 0.4987 0.4803 0.0121 0.9123
17 865.7938 0 857.456 6 0 852.1989 0
18 434.0759 0 423.1323 0 433.1511 0
19 2.6429 0.1043 2.7407 0.0981 2.7527 0.0974
20 17.6972 0.0000 17.8249 0.0000 17.8985 0.0000
21 9.8450 0.0018 9.8433 0.0018 9.868 5 0.0017
22 18.464 8 0.0000 14.494 8 0.0001 9.2695 0.0024
23 1.2443 0.2649 1.3289 0.2493 1.6039 0.2056
24 0.6922 0.4056 1.4635 " 0.2267 2.1648 0.1415
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Tab.2 Correlation between channel R and G, channel R and B, and channel G and B, respectively

R # G R B GHB
5

REER FEER BIEER AEER RAEER FEER
1 0.9923 0.9759 0.9832 0.9848 0.9875 0.9799
2 0.9173 0.9818 0.8044 0.9595 0.8979 0.9751
3 0.9949 0.9903 0.9932 0.9898 0.9952 0.9932
4 0.9947 0.9952 0.9982 0.9968 0.9957 0.9960
5 0.9401 0.9528 0.8651 0.8824 0.8792 0.8821
6 0.9555 0.966 8 0.9020 0.9398 0.9287 0.9383
7 0.8697 0.9335 0.8817 0.8844 0.9157 0.8838
8 0.9691 0.9536 0.9361 0.9347 0.9403 0.9528
9 0.9873 0.9793 0.9868 0.9851 0.9835 0.9747
10 ~0.064 4 0.7836 0.8257 0.9387 -0.1194 0.7097
11 0.9991 0.9989 0.9963 0.9965 0.9957 0.996 1
12 0.9968 0.9965 0.9941 0.9953 0.9879 0.9907
13 0.9663 0.9636 0.9377 0.9424 0.946 6 0.9385
14 0.8333 0.8757 0.8869 0.8850 0.7587 0.8160
15 0.9438 0.9581 0.9322 0.9399 0.9491 0.9423
16 0.9437 0.9591 0.9417 0.9304 0.8961 0.9349
17 0.9924 0.9994 0.9909 0.998 1 0.9904 0.9982
18 0.9581 0.9987 0.9369 0.9975 0.9478 0.9978
19 0.9999 0.9998 0.9980 0.9971 0.9977 0.9965
20 1.0000 0.9999 0.9993 0.9985 0.9992 0.9982
21 0.9774 0.9884 0.966 6 0.9745 0.9746 0.9763
22 0.8993 0.8868 0.8248 0.8354 0.8426 0.8719
23 0.9741 0.9849 0.9573 0.968 6 0.9774 0.9692
24 0.9402 0.9700 0.8686 0.9439 0.9053 0.9556
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Fig.2 Structure of the steganalysis systerﬁ proposed
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